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Abstract

Purpose — As an emerging discipline, information governance (IG) presents a number of challenges to
organisations and countries. For example, IG has not yet been clearly defined and current proponents present
the concepts as records management, information management, enterprise content management, privacy
(data protection), freedom of information, corporate governance, information risk, information security and
e-discovery, to mention just a few areas. At an organisational level, initiatives focus on one of these aspects,
often conflicting with the other elements, and are initiated because of some immediate business challenge,
such as the introduction of the Protection of Personal Information Act (data protection or privacy legislation)
in South Africa. This is compounded by the fact that the country creates many fragmented policies and pieces
of legislation on the same IG aspects which are conducted in a disjointed manner. This study aims to present
an integrated IG framework at the country level, comprising key success factors, required instruments (policy
and legislation), principles and a proposed list of elements or disciplines, which should be managed in a
cohesive manner.

Design/methodology/approach — This study adopted the Information Governance Initiative’s
pinwheel facets of IG to design an integrated framework of elevating IG to country level. The pinwheel
helped to identify different facets of information disciplines and the responsible oversight mechanism for
implementation in South Africa. The study relied on data obtained through content analysis of policy
documents, legislative frameworks, and literature review regarding the identified facets of IG in
South Africa.

Findings — The study established that only some aspects/domains/facets of IG are legislated and driven
by policy in South Africa. These domains are at different levels of maturity and different stakeholder
groups are responsible for each domain; for instance, the National Archives of South Africa is
responsible for records management and the State Information Technology Agency is responsible for
information technology, while the newly established Information Regulator is responsible for freedom of
information and data privacy. There is generally no over-arching structure responsible for overall IG in
South Africa as the elements are fragmented in various oversight mechanisms and institutions. As a
result, domains compete for limited resources and often lead to “knee-jerk” responses to legislative, legal
or risk drivers.

Research limitations/implications — It is concluded that if IG is not regulated and modelled at a
country level, it is highly unlikely to filter down to organisations. Implementing IG at country level will go a
long way in helping to filter it down to an organisation level.

Originality/value — The study is useful by presenting a framework to ensure that IG is implemented at the
country level with a single coordinating body established for oversight mechanisms such as the Information
Regulator (which currently has a narrow scope of privacy and freedom of information, although with limited
resources).

Keywords Information technology, Records management, South Africa, Freedom of information,
Information governance
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1. Introduction

This study stems from the development of an integrated information governance (IG) model
for organisations, which was initiated because of a perceived lack of consistent
understanding of IG across various industry sectors in South Africa. While there is no
standard definition for IG per se, there is also no clear model for managing all aspects of IG
at the country level. There is no evidence at all of IG having been described at the country
level, in any country. Franks (2013, 2015), Hagmann (2013) and Gartner (2018) mostly define
1G at an organisational level. As an emerging discipline, IG presents a number of challenges
to organisations and countries. For example, IG has not yet been clearly defined and current
proponents present the concepts as records management, information management,
enterprise content management, privacy (data protection), freedom of information, corporate
governance, information risk, information security and e-discovery, to mention just a few
areas, at the organisational level (Franks, 2015). The IG approach and focus of the various
proponents stem almost entirely from the current mindset and historical expertise of various
organisations. Furthermore, the responsibility of IG at the country level, especially in South
Africa, is not clear (Mullon, 2017). In South Africa, as described in the King III report, IG has
mostly been limited to information technology governance.

The concept of IG is still new but is gaining popularity all over the globe (Hagmann,
2013). Indeed, IG has emerged globally in recent years in various guises, such as records
management, freedom of information, e-discovery and information privacy. It encompasses
all data activities. Early references to IG appeared in the late 1990s, focusing primarily on
health-care information in the UK. Since the mid-2000s, it has been used to describe various
disciplines and has been used by the vendor community as a catch-all for information-
related services. As a result, it lacks a clear definition and is used to mean many different
things. For example, Franks (2015) defines IG as an integrated strategic approach to
managing, processing, controlling, maintaining and retrieving information as evidence of all
transactions of the organisation. This definition takes its lead from records management,
where records are regarded as evidence of the activities of the organisation. Gartner (2018)
contents that the concept includes the processes, roles, policies, standards and metrics that
ensure the effective use of information to enable an organisation to achieve its goals. In both
the definitions, the focus is on an organisation. Changes in corporate governance, new
information-related global legislation and regulations and the rapid increase in the amount
of information in use in organisations have led to the need to clearly define a framework for
IG, with a consistent definition, appropriate inclusion of affected disciplines and an
approach to implementation. According to Hagmann (2013), in the absence of a framework,
the danger is that organisations just rebrand existing records and information programme
into an IG programme. Although a bit ambitious, this calls for elevation of IG to the country
level, covering both the public and private sectors. For example, in South Africa, private
sector organisations are required to comply with various pieces of legislation, depending on
the nature of their business. There is no single law which imposes records retention
requirements on all private sector organisations. Even in the public sector, where the
National Archives and Records Service of South Africa (NARSSA) Act govern records
management, it does not impose retention periods, but rather point to other disparate pieces
of legislation.

While working with stakeholders from the public sector, it became apparent to the
authors of this article that no single organisation in South Africa has an overarching
responsibility for IG at the country level. This was especially evident in 2018 as the country
sought to develop regulations for the newly promulgated Protection of Personal Information
Act (Act No. 4 of 2013). This Act is administered by the Information Regulator (Regulator),
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which is part of the Department of Justice in South Africa (Information Regulator, 2018). The
Regulator is also responsible for freedom of information, which in South Africa is governed
by the Promotion of Access to Information Act (Act No. 2 of 2000). It is worth noting that
previously, freedom of information legislation was the responsibility of the South African
Human Rights Commission until 2016 (Mojapelo, 2017; Mojapelo and Ngoepe, 2017). The
proliferation of technology has further fragmented the elements of IG as the State
Information Technology Agency (SITA) in South Africa is responsible for IT governance.
All these functions of IG are interrelated, but executed in sios by different organisations. As
a result, there is no mechanism of dealing with duplication of functions and intellectual
efforts. This study adopted the Information Governance Initiative (IGI) model as a guide to
propose a framework for IG that can be applied at the country level, which in turn can be
implemented at the organisational level. In this regard, the focus of the study is to identify
the various interpretations of IG in use in South Africa and the various existing frameworks
that can be used to encompass all related disciplines. The article recognises that issues such
as information privacy, freedom of information, I'T governance and records management are
all important and any one of them could be a catalyst for an IG implementation. It is further
recognised that organisations have departments or functions specifically designed to govern
and manage these disciplines, often in a sio and with little regard for other related IG
disciplines. For example, Mojapelo (2017) and Ngoepe and Van der Walt (2009) report that in
some government agencies, access to information is managed by the legal departments,
while in others, it is either IT or records management departments. This may be due to the
absence of a national framework to guide the implementation at the organisational level.
The silo of business information and processes has long been a hindrance to the
management of an organisation’s data, and it continues to be a primary barrier to progress
in the implementation of IG policies that successfully maximise the value of data and
minimise risk (Information Governance Initiative, 2018).

The underlying assumption is that countries are also faced with an IG requirement,
which generally translates into laws, regulations and other governance instruments which
provide for an element of each IG discipline. Furthermore, administration, monitoring and
governance of the discipline fall within the mandate of a specific government entity. In the
same way that organisations struggle to implement IG in a cohesive manner because of the
“silo” nature of the organisational functions responsible for each discipline, it is expected
that the same will apply at the country level. As a result, IG implementations are potentially
incomplete and comprise fragmented initiatives leading to often overlapping, conflicting or
duplicate initiatives (Mullon, 2017). For example, in the Limpopo Province in South Africa,
while the premiere’s office is responsible for transversal records management throughout
the province, the Limpopo Provincial Archives is also responsible for regulating records
management activities in provincial departments and municipalities. There is a clear
duplication of functions and effort in this regard. The same applies at the national level
where SITA sometimes implements electronic records management without the
involvement of the NARSSA, which has a statutory regulatory role regarding records
management in governmental bodies (Ngoepe, 2015). Although mitigated through a
memorandum of agreement between NARSSA and the Auditor-General of South Africa
(AGSA), the situation could have played itself out where the AGSA audits records
management in governmental bodies, a function which is the responsibility of NARSSA.

Unless government adopts a cohesive, unified approach to IG at the country level, it is
probable that organisations will struggle to implement IG in a unified manner, as each
function will be faced with reporting and compliance obligations to a multitude of different
government oversight regulatory bodies. This is the case in South Africa, and this study

Information
governance




Downloaded by lowa State University At 10:03 22 January 2019 (PT)

RM]J

hoped to identify the responsibilities of each IG element and propose the national
framework. For the purpose of this study, IG is the set of multi-disciplinary structures,
including oversight mechanisms, policies, procedures, processes, standards and controls
available at the country level, to manage information on all media in such a way that
organisations can customise to support their immediate and future regulatory, legal, risk,
environmental and operational requirements.

2. Models for information governance used in South Africa

A few models and frameworks have emerged from various organisations and initiatives, all
focusing on IG from different perspectives. As IG is maturing, various models are changing
their direction while retaining their core area of expertise. As the concepts emerge, the
definition changes and matures. For example, according to Smallwood (2014):

IG is a sort of super discipline that has emerged as a result of new and tightened legislation
governing businesses, external threats such as hacking and data breaches, and the recognition
that multiple overlapping disciplines were needed to address today’s information management
challenges in an increasingly regulated and litigated business environment.

Without providing a specific definition, the concepts in Smallwood’s description provide
insight into how IG ties directly to legislation and other governance requirements. As
Smallwood (2014, p. 462) expands further:

IG is a subset of corporate governance and includes key concepts from records management,
content management, IT and data governance, information security, data privacy, risk
management, litigation readiness, regulatory compliance, long-term digital preservation and even
business intelligence.

Perhaps this expansion explains why in South Africa, the corporate governance framework
(King Report) initially listed IT governance (as compared to IG) as an umbrella term; hence,
Ngoepe (2012) recommends that the proper concept to be used is IG. In this way, it will
encompass all other elements of IG rather than curtail it to I'T perspective only.

Finally, Smallwood (2014) ties IG once again to legislation, as it includes the set of
policies, processes and controls to manage information in compliance with external
regulatory requirements and internal governance frameworks. This inclusion of oversight
mechanisms emphasises the need to elevate IG to national level. A number of frameworks
have been developed for implementation at the organisational level and some are applied by
some institutions in South Africa. The following have been identified:

o COR Concepts information governance framework: The IG framework was
developed by Mullon (2017), and this framework is mainly implemented in various
organisations where he consulted on IG in southern Africa, including, the Reserve
Bank of South Africa and the eSwatini Revenue Authority. Mullon’s framework
includes three essential pillars, namely, instruments (policy and legislative
framework), infrastructure (technology) and interest (people, change management
and accountability).

o Corporate governance using the King IV Report: The corporate governance
framework in South Africa is the King IV Report, which emphasises the need for
information and technology governance, but does not provide detailed guidance
(Institute of Directors in Southern Africa, 2009). The previous King reports (I, Il and
I1I) placed much emphasis on IT governance as if the concept embraces the wider IG
(Ngoepe, 2012). As Ngoepe and Ngulube (2013) would attest, IT does not constitute
IG, but it is an enabler and a component within IG.
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Association of Information and Image Management (2018). It provides a
certification for IG but does not provide a single framework or model. They focus
primarily on enterprise content management, but they have subsequently expanded
to include other elements of IG.

ARMA principles and information governance maturity model: This model focuses
primarily on records management and has been adapted and aligned to the
Electronic Discovery Reference Model (EDRM) e-discovery IG framework.

ARMA information governance body of knowledge: ARMA International (2018)
defines IG as a “strategic, cross-disciplinary framework composed of standards,
processes, roles, and metrics that hold organizations and individuals accountable
for the proper handling of information assets”. The framework helps
organisations achieve business objectives, facilitates compliance with external
requirements and minimises the risk posed by sub-standard information handling
practices.

IT governance models, with Cobits as an initial reference point: The focus of this
model is on IT governance, with awareness of the need to govern information as a
core element. Cobitb does not purport to be an IG framework but is included, as
there is often confusion between IT governance and IG as also reflected in the first
three corporate governance reports (the King reports) (Ngoepe and Ngulube, 2013).
According to Chauke (2018), the Department of Transport in South Africa used
Cobitb in implementing its I'T governance.

IBM information governance maturity model: IBM defines IG as “the disciplines,
technologies, and solutions that are used to manage information within an
enterprise in support of business and legal requirements. Information governance
encompasses a broad set of subjects covering information quality, information
protection, and information lifecycle management.” IBM has had a long-standing
interest in data governance, and established the Data Governance Council in 2004.
Of particular interest is that IBM changed this to IG in 2010, recognising that
“information governance is a business concern, and not just a data concern”. The
IBM Data Governance Forum has since evolved to become the Compliance,
Governance and Oversight Council (GGOC), which has a far broader focus than data
governance. The CGOC has adopted the EDRM information governance reference
model (IGRM) as a basis.

Data Management Association International and Data Management Body of
Knowledge framework for data governance: While Data Management Association
International (DAMA) in its widely acknowledged Guide to the Data Management
Body of Knowledge (DAMA-DMBOK?2) uses the terms “data governance” rather
than “information governance”, in its preamble and definitions, the Association uses
the terms data and information interchangeably. In the DAMA framework, what is
described as data governance is described as IG elsewhere.

Electronic Discovery Reference Model: The IGRM emerged from a need in the
e-discovery community to have a framework for information management (EDRM,
2018). The primary focus is on e-discovery and, in doing so, it includes a heavy
focus on the need to identify, capture and govern all information. The EDRM’s
IGRM is widely used and has been adopted by both ARMA (where it has been
aligned with the Generally Accepted Recordkeeping Principles) and the CGOC
(Franks, 2015).

Information
governance
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Figure 1.
The various facets
of IG

o Information Governance Initiative pinwheel: Information Governance Initiative
(2018) defines IG as the activities and technologies that people use to maximise the
value of their information while minimising associated risks and costs. This
initiative has not developed a model or framework per se, but is “a think tank and
community dedicated to advancing the adoption of IG practices and technologies
through research, events, advocacy and peer-to-peer networking”. As such, the IGI
has produced several industry reports which are of value. The focus is on a multi-
disciplinary approach and the think tank has conducted valuable research to
determine which disciplines could be part of an IG framework.

Within this emerging IG discipline, the IGA pinwheel infographic reflected in Figure 1
identifies the various potential facets of IG. The pinwheel clearly demonstrates the
coordinating role of IG. It represents the promise of IG to finally put an end to the disjointed
approach to information management that is witnessed in so many organisations, an
approach that leads to poor governance outcomes and a failure to extract value from
information (Information Governance Initiative, 2018; Ngoepe and Ngulube, 2013). This
pinwheel was adopted in this study and helped to understand and identify the
organisational disciplines and functions that should be represented in IG. The identified IG
facets then informed the identification of stakeholders responsible for each element and the
development of a national framework. The pinwheel offers great value as it identifies the
elements/facets/disciplines which potentially comprise IG at the organisational level and, for
this study, at the country level.

All of the above

Records and Information Management

Finance - ] Information Security
and Protection
Data Science Compliance

Data Governance

Informatics —

Business
Intelligence

Risk Management

Big Data ——— E-Discovery
Master Data Privacy
Management
. i / Data Storage
Enterprise H and Archiving

Architecture

Analytics
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i e Business Operations and Management
udit

Source: Information Governance Initiative (2018)
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3. The role of standards in information governance
The importance of standards in IG has been raised by Lomas (2010) when arguing that:

[...] embedding the international information security standard such as ISO 27001 in conjunction
with the records management standard I1SO 15489, will deliver a holistic information governance
strategy that is responsive to change.

Indeed, most focus areas or disciplines within IG are addressed by at least one international
standard or framework. The list reflected in Table I would be too comprehensive for this
paper, but some key standards are listed as they highlight the fact that the disciplines are
addressed in isolation. It must be noted that this is not designed to be a complete list, and the
authors recognise that many industry bodies have developed other standards which are
widely recognised and used by their respective communities. Furthermore, these standards
are each developed under different technical committees, each with their own focus and area
of specialisation. A process and framework for liaisons and stakeholder inclusion is integral
to the development of standards; however, the risk always exists that a standard will take a
direction to the detriment of some stakeholder requirements.

In South Africa, various governmental bodies have adopted international standards and
use them either as guidelines or include them in their policy frameworks. For example, the
NARSSA draws heavily on ISO records management standards in the development of
policy. As is the case in many countries, the NARSSA Act does not apply to the private
sector; hence, records management standards are used for guidance, although there is no
legislation dictating that private organisations should use any particular standard. This is
the case for almost all legislations having an IG component.

4. Methodology

This study adopted IGIs pinwheel facets of IG to design an integrated framework of
elevating IG to the national level. The pinwheel helped to identify different facets of
information disciplines and the responsible oversight mechanism for implementation in
South Africa. The study relied on data obtained through content analysis of policy
documents, legislative frameworks and literature review regarding the identified facets of
IG in South Africa. The disciplines identified by the IGI have been used as a starting point

Discipline International standards

Records management ISO 15489:2016 Records management
ISO 30300 Family: Management system standard for records

Information security ISO/IEC 27001: Information security management system

Information risk ISO/IEC 27005: 2018 Information technology — Security techniques — Information
security risk management

Corporate governance  1SO 19600:2014 Compliance management systems — Guidelines
ISO/AWTI 37000 Guidance for the governance of organisations (under
development)

Privacy ISO/IEC 29100 Privacy framework
ISO 27018 Information technology — Security techniques — Code of practice for
protection of personally identifiable information (PII) in public clouds acting as
PII Processors

Freedom of information Few specific standards for FOI, but many related standards can be applied
ISO/MEC 27038: 2014 — Information Technology — Security Techniques —
Specification for digital redaction

IT governance ISO/IEC 38500:2008

Information
governance

Table 1.

List of standards and
frameworks for IG




Downloaded by lowa State University At 10:03 22 January 2019 (PT)

RM]

Table II.

List of public entities

in South Africa
responsible for
different IG facets

as this is a comprehensive list of potential disciplines which could be considered in a
country-wide IG framework and ultimately implemented in organisations. These disciplines
are listed and are used to determine whether they are catered for in the South African
country governance framework. The analysis was done thematically as guided by the facets
of the IGIs pinwheel. This also helped to identify the facets, related legislation and
stakeholders.

5. Facets of information governance and responsible stakeholders in South
Africa

There are a number of South African Government entities responsible for implementing
various aspects of IG. Different public organisations are accountable for different aspects of
IG, as identified in Figure 1. However, there is no coordinating entity to ensure alignment.
Furthermore, there is a duplication of effort or conflict between the various resulting laws.
For example, while public records can be accessed only after a period of 20 years in terms of
the NARSSA Act, the Promotion of Access to Information Act makes provision for access of
records without stipulating the age of a record. Table II provides a summary list of public
entities responsible for IG facets in South Africa.

Organisation or

accountable entity  Legislative mandate Applicable legislation

Electronic Communication
and Transaction (ECT) Act
of 2002

Minister of Facilitation and regulation of e-Government
Telecommunications services and electronic communications and
and Postal Services  transactions with public and private bodies,

Minister of Public institutions and citizens

Service and

Administration

(MPSA)

Minister of Public Mandated to foster good governance and The Public Service Act of 1994

sound administration in the public service
Establish norms and standards related to,
amongst other, information management and
electronic government in the public service
Sets out regulations for e-Government
Requires all departments to manage
information technology (IT) effectively and
efficiently, taking into consideration that I'T
must improve the delivery of public services,
the productivity of the department and the
cost-efficiency of the department

Services and
Administration

Minister of Public
Services and
Administration

Public Service Regulations
of 2001

Minister of Public Information security whereby the MPSA is Minimum Information
Services and required to issue a handbook called the Security Standard (MISS)
Administration Minimum Information Security Standards of 1996

(MISS). All persons working with public
service information resources will be required
to comply with the MISS

Government The final area deals with interoperability Minimum Interoperability
Information whereby the MPSA in consultation with the Standards

Technology Officer ~ Government

Council

(continued)
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Organisation or governance
accountable entity  Legislative mandate Applicable legislation
SITA Mandated to provide IT, information systems ~ SITA Act of 1998

and related services to, or on behalf of,

participating departments and in regard to these

services, act as an agent of the South African

Government with the Minister of

Telecommunications and Postal services as the

sole shareholder representing the government

SITA Act requires the Agency to set standards

for the interoperability of information systems

and standards for a comprehensive information

systems security environment for departments
National Planning ~ The strategic framework to form the basis of ~ National Development Plan
Commission (NPC)  future government planning

Although, the NDP 2030 does not mention

e-government as a key enabler to the

implementation thereof, it is important that the

key elements of the NDP 2030 are taken into

consideration in the development of the e-

government strategy to ensure that the long-

term objectives of the e-government strategy

are aligned to those of the country
Information Development and implementation of privacy The Protection of Personal
regulator (Part of legislation Information (POPI) Act of 2013
Department of
Justice)
Human Rights Development and implementation of Freedom  Promotion of Access to
Commission of Information Legislation. NOTE: This will Information Act

fall under the auspices of the information

regulator in future
Not yet assigned Freedom of Information implications Protection of State Information

Act (Bill)

Cabinet National Integrated ICT Policy White Paper by

cabinet in October 2016
N/A The Information Society and Development N

(ISAD) Plan of 2007
Department of Arts  Records and archives management for NARSSA Act of 1996 and its
and Culture (DAC) government — via the NARSSA, a unit within ~ regulations

the DAC
Auditor General of ~ Supreme audit institution within South Africa.  Public Audit Act of 2004

South Africa

National Treasury

Statistics South
Africa
The Presidency

Looks at strategic government objectives,
programmes and initiatives and responds to
identified risks

Allocation of budget and responsible for public
finance management

Collect statistical data in South Africa

Monitoring and evaluation system. Aims to
provide for oversight. Monitoring involves
collecting, analysing and reporting data on
inputs, activities, outputs, outcomes and
impacts as well as external factors, in a way
that supports effective management

Framework for managing
programme performance
information

South African statistics quality
assurance framework

Policy framework for the
government-wide monitoring
and evaluation system

Table II.
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It is apparent from the list in Table II that different entities are tasked with different
aspects of IG and there is no single coordinating or oversigsht entity. For example, the
NARSSA is responsible for regulating records management in governmental bodies. In a
study by Ngoepe and Keakopa (2011), it was established that the records management
function, which is one facet of IG, would have more weight if it is placed either under the
oversight of the AGSA or the Office of the President, as opposed to the NARSSA. In the
South African e-government strategy, a number of challenges are identified, which are
closely related to IG challenges (Department of Telecommunications and Postal Services,
2017), such as:

Lack of synchronisation in approaches to digital transformation adopted by different government
departments.

Duplication of processes, databases, large-scale system incompatibilities and inefficiencies as
major e-Government hindrances.

Fragmentation of e-government initiatives within government has been identified as one of major
challenges. e-government programme has not been directed and managed in a collaborative
manner which leads to lack of accountability and responsibility due to the overlapping roles
between government departments.

There is no dedicated budget allocation for the specific implementation of e- government in South
Africa. A number of initiatives are still run under separate budgets.

Currently, there are still a number of government departments which make use of diverse
applications, platforms, software and databases. Most of existing ICT systems were not designed
to share information across departments. Cross departmental information sharing is essential to
the success of e-government, thus there is a need for government to standardise the interchange
requirements for the delivery and management of data.

While IG would have different implications for different sectors, the key elements of the
framework remain intact. Governance elements remain the same across sectors, while the
nature of the information to be managed will change. With regard to other industries, for
example, the health-care sector has long been a global proponent of IG. The health-care
sector defined IG in the late 1990s (Donaldson and Walker, 2004). In this regard, many
references to IG refer to health-care records as IG. The banking industry has also been
identified as a candidate for an IG framework (De Abreu Faria ef al, 2013) in which key
aspects of IG are noted as:

Information Governance is an emergent concept [...] developing and implementing an
Information Governance Framework (IGF) is accepted as a natural course of action, though there
is no one-size-fits-all solution [. . .] IGF is composed of multiple dimensions.

The dimensions identified align with many of the IG facets included in the IGI facets.
However, in the public sector in South Africa, there is no evidence of any government IG
framework, although most governments have clearly defined records management and
information security frameworks.

6. Proposed national framework for information governance

As reflected in the proposed national framework for IG in Figure 2, the government entities
identified have been mapped to the IGI facets to see which organisations are responsible for
different facets of IG. The analysis clearly shows that there are multiple entities involved.
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The identified IG domains include corporate governance, records management, IT
governance, data privacy, knowledge management, master data management, information
security and information risk.

As the facets of IG in South Africa are fragmented, a top-down approach to
implementation is recommended as opposed to the current one, which does not yield any
positive results. Implementation should start at the government level with legislative
instruments, support infrastructure and mandate with the president as ultimately
accountable. Then it can be cascaded down to the departmental level (ministerial) with a
cabinet minister as the accounting officer. Once cascaded down to the organisational level,
an IG business unit can be developed to be responsible for organisation-wide
implementation. Currently, at most government entities in South Africa, this role is played
by the Chief Information Officer who tends to focus more on IT than other facets of IG
(Ngoepe and Ngulube, 2013). The key success factors, as identified by Mullon (2017) and
Franks (2015), would be executive buy-in, alignment to corporate goals, integrated
approach, change management and stakeholder inclusion. In this regard, information is
regarded as a business asset.

7. Conclusion and recommendations

As stated in the discussion, IG is a high-level function with different facets that involve
stakeholders across the government, each with its own expertise and mandate. There is
generally no overarching structure responsible for the overall IG in South Africa as the
elements are fragmented in various oversight mechanisms. The negative consequences
of fragmentation or silo thinking include duplication of effort and missed opportunities
for synergies. As a result, domains compete for limited resources and are “knee-jerk”
responses to legislative, legal or risk drivers. As IG is not regulated and modelled at the
country level, it is highly unlikely to filter down to organisations. Implementing IG at
the country level will go a long way in helping to filter it down to the organisation level.

Information
governance

Figure 2.
Proposed national
framework for IG
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The study has presented a framework to ensure that IG is implemented at the country
level with a single coordinating body established for oversight mechanism.

Finally, this study suggests the development of a country think tank on IG, as well
as a centralised and coordinated governance structure. The think tank is to investigate
the feasibility of establishment of a single coordinating entity for IG at a country level.
For example, the information regulator can be assigned a broader scope as opposed to
the current narrow scope of privacy and freedom of information, although with limited
resources. A further study for assessing IG implementation at organisational level is
recommended, as the elements of IG are not grouped together; for example, there are no
IG divisions but chief information officers are mostly IT focused and IT driven.
Without a proper IG framework at the country level, organisations are open to risks at
various stages. It is concluded that failure to transform this pattern would pose a risk to
digital transformation as the IG elements would continue to be fragmented.
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